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We performed a penetration test on mscrm-addons.com, 
which is a corporate sector of PTM EDV Systeme GmbH, in 
July and September 2024. The target was first subjected to 
an extensive security check in July 2024 and the 
vulnerabilities identified were re-tested after they had been 
remediated in September 2024. 

 

Our test approach was a gray box test and was based on the 
OWASP Top 10, whereby the following tests (each if relevant 
and within the scope) were carried out: 

 

• Authentication and session management 
• Security-related misconfiguration 
• Cross-site scripting (XSS) 
• SQL injection 
• XML injection 
• Cross-site request forgery (XSRF) 
• Insecure direct object references 
• Cryptographically insecure storage 
• Poor URL access protection 
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• Inadequate error handling 
• Insecure communication 
• Inadequate transport layer protection 
• Inadequate separation of functions/data 
• Unchecked redirections and forwardings 
• Inadequate application installation (backup and test 

data, unneeded modules and scripts) 

 

We hereby confirm that during our follow-up inspection in 
September 2024, no serious security vulnerabilities were 
identified for the application version installed at the time of 
the follow-up inspection. Based on our investigations, we 
can attest that the application has a security level that 
corresponds to the current state of the art. 

 

Höhenkirchen, 25/09/2024 

 
Thomas Neeff, CISA, CISSP, CCSP, ISO27000 Auditor  
Geschäftsführer TEN Information Management GmbH 


